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+ User EXEC mode Router>

|

» Privileged EXEC mode Router#
|

Router (config) #
» Specific configuration

/[ 1\ \
modes

= Global configuration mode

Interface Router (config-if)#
Subinterface Router (config-subif)#
Controller Router (config-controller)#
Map-list Router (config-map-list)#
Map-class Router (config-map-class)#
Line Bouter (config-line)#

Router Router (config-router)#
IPX-router Router (config-ipx-router)#
Route-map Router (config-route-map)#
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I’?outer(config)# hosthame Router A
— Router_A(config)#

D () $ # > ) #

ABA% #C

— Router(config)# enable password -

has a widoczne
— Router(config)# service password-

encryption password — s aby

mechanizm
— Router(config)# enable secret

password - silniejszy mechanizm (MD5)

1
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— Router(config)# line console O
— Router(config-line)# login
— Router(config-line)# password
CISCO
4 6 -
'@ | @

— Router(config)#line vty 04

— Router(config-line)#login

— Router(config-line)#password
CISCO
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Router(config)#interface FastEthernet0/0
Router(config  -if)#description EN LAN
BLDG 19
Router(config -If)#ip address 215.16.8.1
255.255.255.0
Router(config -If)y#no shutdown
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— Router#  show running-config —
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— Router#copy run start G ® 7JG
— Router#copy run TFTP G ®
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172.16.5.1
24

Heboken (config) #ip route 172.16.1.0 255.255.255.0 172.16.2.1

command  destination sub mask gateway
network
Hoboken (config) #ip route 172.16.5.0 255.255.255.0 172.16.4.2
command  destination sub mask gateway

network
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R1 (CBAC) ‘ Internet

. \ 172.30.0.0 Serwer
% iy
Fa0i1
Fa0/0 | 2 172.30.0.2

10.0.1.0
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Control traffic is inspected
by the CBAC rule.

ip inspect name FWRULE tcp

Port
12447

CBAC continues to inspect
control traffic and

dynamically creates and
removes ACLs as required

by the application. It also
monitors and protects against
application-specific attacks.

CBAC creates a dynamic ACL
allowing return traffic back
through the firewall.

access-list 102 permit TCP
host 172.30.1.50 eq 23 host
10.0.0.3 eq 2447

>

Port:

23 :

CBAC detects when an
application terminates or
times out and removes all
dynamic ACLs for that
session.
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: 1. User initiates a :
telnet session
: User 1 p:
: : 3. Other Telnet
I I— [ traffic is blocked
| |
r 2. Return tr:eafﬁc: for Usi:zr 1's " | A
Telnet session is permitted
| < 1 | N——
| 1 |
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Protected internal network

CBAC dynamically opens holes in the firewall so that invited traffic

can pass through.
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Miami SMTP
— =~ e0/0 @——= 128.88.1.0 host
- 128.88.3.0 -

128.88.1.2
Router(config)#

access-list access-list-number {deny | permit}
{ protocol-number | protocol-keyword H source

source-wildcard | any | host} { source-port }
{ destination destination-wildcard | any | host}
{ destination-port } [established][log | log-input]

Miami(config)# access-list 103 permit tcp any
128.88.0.0 0.0.255.255 established

Miami(config)# access-list 103 permit tcp any host
128.88.1.2 eq smtp

_ Miami(config)# interface e0/0

Miami(config-if)# ip access-group 103 in




‘ s0/0
eee——
e0/1

Inbound Outbound

5

* Inbound—Data flows toward router interface.

e Outbound—Data flows away from router interface.




Router#

show access-lists { access-list-number | access-

list-name }
Miami# show access-lists

Extended IP access list 102
permit ip any host 128.88.1.6

Extended IP access list mailblock

permit tcp any 128.88.0.0 0.0.255.255
established

Miami#




10.0.0.0

Outbound
« Allow all general TCP and UDP traffic
* Allow all ICMP traffic

10.0.0.3

« Deny everything else
>
Inside Outside
e0/0 e0/M
<€
Inbound

« Allow all ICMP and HTTP traffic only
t0 10.0.0.3

* Deny everything else
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Inside I Qutside
e0/0 | e0/

— e

Router(config)# ip inspect name OUTBOUND tcp
Router(config)# ip inspect name OUTBOUND udp

» Configure CBAC to inspect TCP and UDP traffic.

Router(config)# access-list 101 permit ip 10.0.0.0
0.0.0.255 any
Router(config)# access-list 101 deny ip any any

 Permit inside-initiated traffic from the 10.0.0.0 n etwork.

Router(config)# interface e0/0
Router(config-if)# ip inspect OUTBOUND in
Router(config-if)# ip access-group 101 in

« Apply an ACL and inspection rule to the inside inte rface in an
inward direction.
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| Qutside

. e0/1

Router(config)# access-list 102 permit icmp any
host 10.0.0.3

Router(config)# access-list 102 permit tcp any host
10.0.0.3 eq www

Router(config)# access-list 102 deny ip any any

*  Permit outside-initiated ICMP and HTTP traffictoh  ost 10.0.0.3.

Router(config)# interface e0/1
Router(config-if)# ip access-group 102 in

* Apply an ACL and inspection rule to outside interfa ce in inward
direction.




show |

Router#

show ip inspect name Inspection-name
show ip inspect config

show ip inspect interfaces

show ip inspect session [detalil]

show ip inspect all

» Displays CBAC configurations, interface configurati ons, and
sessions.

Router# sh ip inspect session

Established Sessions
Session 6155930C (10.0.0.3:35009)=>(172.30.0.50:34233)
tcp SIS_OPEN
Session 6156F0CC (10.0.0.3:35011)=>(172.30.0.50:34234)
tcp SIS_OPEN
Session 6156AF74 (10.0.0.3:35010)=>(172.30.0.50:5002) tcp
SIS OPEN







