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[Password:]
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– clock set ?
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C
� Router(config)# hostname Router_A

– Router_A(config)#
� D��(�)�
��
�����
��$ �
�
����
���#�
��
�>���)�#�

ABA%���#�C
– Router(config)# enable password –

has
a widoczne
– Router(config)# service password-

encryption password – s
aby 
mechanizm

– Router(config)# enable secret
password – silniejszy mechanizm (MD5)
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�$�����������
– Router(config)# line console 0
– Router(config-line)# login
– Router(config-line)# password

cisco

� �������4��������
��
����� ��
���
��6 - ����:
!�@ ���
������
!���������@ �
��������

– Router(config)#line vty 0 4
– Router(config-line)#login
– Router(config-line)#password

cisco
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Router(config)#interface FastEthernet0/0
Router(config -if)#description EN LAN 

BLDG 19
Router(config -if)#ip address 215.16.8.1 

255.255.255.0
Router(config -if)#no shutdown
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– Router# show running-config – 
�����)�

���(�) ��G'	
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– Router#copy run start � G'	� ® 7JG'	
– Router#copy run TFTP � G'	� ® �K���
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TCP

UDP
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Internet
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Miami(config)# access-list 103 permit tcp any  
128.88.0.0 0.0.255.255 established

Miami(config)# access-list 103 permit tcp any host  
128.88.1.2 eq smtp

Miami(config)# interface e0/0
Miami(config-if)# ip access-group 103 in

Router(config)#

access-list access-list-number {deny | permit} 
{ protocol-number | protocol-keyword }{ source 
source-wildcard | any | host} { source-port } 
{ destination destination-wildcard | any | host}
{ destination-port } [established][log | log-input]

Internet

Miami

e0/0

128.88.1.2

128.88.1.0

128.88.3.0

SMTP
host



����������	
��
������ �����������	
����
������
�?�

8�����
����
:����������
���������

Austin1
s0/0 e0/0

e0/1

Internet

Inbound Outbound

• Inbound—Data flows toward router interface.

• Outbound—Data flows away from router interface.
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Miami# show access-lists

Extended IP access list 102
permit ip any host 128.88.1.6

Extended IP access list mailblock
permit tcp any 128.88.0.0 0.0.255.255  

established

Miami#

Router#

show access-lists { access-list-number | access-
list-name }
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• Apply an ACL and inspection rule to the inside inte rface in an 
inward direction.

• Permit inside-initiated traffic from the 10.0.0.0 n etwork.

Router(config)# interface e0/0
Router(config-if)# ip inspect OUTBOUND in
Router(config-if)# ip access-group 101 in

Router(config)# access-list 101 permit ip 10.0.0.0 
0.0.0.255 any

Router(config)# access-list 101 deny ip any any 

Router(config)# ip inspect name OUTBOUND tcp
Router(config)# ip inspect name OUTBOUND udp

• Configure CBAC to inspect TCP and UDP traffic.
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Router(config)# interface e0/1
Router(config-if)# ip access-group 102 in

Router(config)# access-list 102 permit icmp any 
host 10.0.0.3

Router(config)# access-list 102 permit tcp any host 
10.0.0.3 eq www

Router(config)# access-list 102 deny ip any any 

• Apply an ACL and inspection rule to outside interfa ce in inward 
direction.

• Permit outside-initiated ICMP and HTTP traffic to h ost 10.0.0.3.
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show ip inspect name inspection-name
show ip inspect config
show ip inspect interfaces
show ip inspect session [detail]
show ip inspect all

• Displays CBAC configurations, interface configurati ons, and 
sessions.

show !�		����

Router#

Router# sh ip inspect session
Established Sessions

Session 6155930C (10.0.0.3:35009)=>(172.30.0.50:34233) 
tcp SIS_OPEN

Session 6156F0CC (10.0.0.3:35011)=>(172.30.0.50:34234) 
tcp SIS_OPEN

Session 6156AF74 (10.0.0.3:35010)=>(172.30.0.50:5002) tcp 
SIS_OPEN
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