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Podstawowe polecenia
Weryfikacja konfiguracji
Budowa tunelu
Scenariusz laboratorium
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IKE: parametry polityki

s sy s
algorithm
WHash algorithm ISHA-1

WAuthentication BWRSA encryption
mDH Group 2

mKey exchange mDH Group 1 BDH Groun 5

mIKE SAlfetime | m86,400 seconds | oSS than 86,400
seconds
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Przeksztatcenia IPsec

Rout er A(confi g)# crypto ipsec transform set
transform set - name ?
ah- md5- hmac  AH HVACG- MD5 transform

ah- sha- hmac AH HVAC- SHA transform
conp-1| zs I P conpressi on using LZS conpressi on al gorithm
esp- 3des ESP transform usi ng 3DES(EDE) ci pher (168 hits)

esp- aes ESP transform usi ng AES ci pher

esp- des ESP transform usi ng DES ci pher (56 bits)
esp- nd5- hmac ESP transform usi ng HVAC MD5 aut h

esp- nul | ESP transform w o ci pher

esp- seal ESP transform usi ng SEAL ci pher (160 bits)
esp-sha- hmac ESP transform usi ng HVAC SHA aut h
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Weryfikacja konfiguracii

show runni ng-config

« polityki IPSec

show crypto i saknp policy
 polityki IKE

Rout er A# show crypto isaknp policy
Default protection suite
encryption algorithm DES - Data Encryption Standard (56 bit keys)

hash al gorithm Secure Hash Standard

aut henticati on nethod: Rivest-Shanir-Adl enan Signature
Diffie-Hell man G oup: #1 (768 bit)

lifetime: 86400 seconds, no volune limt
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Weryfikacja konfiguracji cd

show crypto map

Rout er A# show crypto map

Crypto Map "nymap" 10 ipsec-isaknmp
Peer = 172.30.2.2
Ext ended | P access |ist 102

access-list 102 permt ip host 172.30.1.2 host 172.30.2.2
Current peer: 172.30.2.2
Security association |ifetime: 4608000 kil obytes/ 3600 seconds
PFS (Y/N): N
Transform sets={ mine, }
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Weryfikacja konfiguracji cd

show crypto i psec transform set

Przeksztatcenia kryptograficzne

Rout er A# show crypto ipsec transformset m ne

Transform set mine: { esp-des }
will negotiate = { Tunnel, 1},
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Konfiguracja przeksztatcen kryptograficznych

router(config)#

crypto ipsec transformset transform set-nane
transfornl [transforn? [transfornB]]
router(cfg-crypto-trans)#

Rout er A(config)# crypto i psec transformset M NE

esp- des esp- nd5- hnac
» Przeksztalcenia IPSec maj agce wdra zaé polityk e
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Negocjacja polityk

transform-set 10 transform-set 40

esp-3des esp-des
tunnel tunnel

transform-set 20 transform-set 50
esp-des, esp-md5-hmac == ] esp-des, ah-sha-hmac
tunnel tunnel

transform-set 30 / transform-set 60
esp-3des, esp-sha-hmac <« esp-3des, esp-sha-hmac
tunnel tunnel
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Czas zycia

router(config)#
crypto i psec security-association lifetine
{seconds seconds | kil obytes kil obytes}

Rout er A(config)# crypto i psec security-association

lifetime seconds 86400
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Wskazanie ruchu do ochrony - Crypto ACLs

Outbound
traffic b Encrypt
Bypass (clear text)

Inbound

PO traffic
Bypass (clear text) L
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Laczenie wszystkiego razem — Crypto Maps

Wyodrebniony ruch do ochrony
(Crypto ACLs)

Gdzie ruch chroniony ma by¢ wysytany
Skad ruch chroniony ma by¢ wysytany
Parametry IPSec

Czy SA negocjowane przez IKE
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Laczenie wszystkiego razem - Crypto Maps cd

router(config)#
crypto map map-nane seq- hum i psec- manua

crypto map map-nane seq-num i psec-i saknp
[ dynani ¢ dynani c- map- nane]

Rout er A(config)# crypto map MYMAP 110 i psec-i saknp

Rout er A(config)# crypto map MYMAP 110 i psec-i saknp
Rout er A(confi g- crypt o- map) # mat ch address 110

Rout er A(confi g-crypt o- map) # set peer 172.30.2.2
Rout er A(confi g-crypt o- map) # set peer 172.30.3.2

Rout er A(confi g- crypt o- map) # set pfs groupl

Rout er A(confi g-crypt o- map)# set transformset M NE

Rout er A(confi g-crypto- map)# set security-association lifetine
seconds 86400
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Przypisanie Crypto Map

router(config-if)#
crypto map map-nane

Rout er A(config)# interface ethernet O/ i .
Rout er A(config-if)# crypto map MYMAP

>
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Scenariusz laboratorium

Filia Centrala
Konsola Konsola
2 [10.00.
3 /4
= i | oMz
) P o8 229 i1
192.168.12. 209.165.200.
124 124
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